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HOJIOKEHHUE

0 3a10UTe CJIYKeOHOH NH(POPMALMU OTPAHUYEHHOT 0
pacnpocrpanenuss B MBJIOY «/lerckmii can Ne 55 koMOMHNPOBaHHOTO BUAa» I'. BopKyThI

I. O01ue moJ10KeHuA.

1.1. Hacrostmee Ilonoxkenne paszpaboTaHo B pa3padOTaHO B COOTBETCTBUU ¢ DenepalibHbIM
3akoHOM 0T 27.07.2006 Nel49-®3 (pen. ot 02.12.2019) «O6 wundopmanuu, uHGOPMAIUOHHBIX
TEXHOJIOTUSIX U O 3amure nHpopMmanun», PenepaabHbM 3aKk0oHOM OT 27.07.2006 Nel52-D3 (pexd. ot
31.12.2017) «O mnepconanbHbIX naHHbIX», [loctanoBnenuem IlpaBurensctBa P® or 01.11.2012
Nell19 «OO6 yrBepkaeHHH TpeOOBAHUI K 3alIUTE TEPCOHAIBHBIX JAaHHBIX NMPH HX 00paboTKe B
MH(POPMAIIMOHHBIX CHUCTEMax NEePCOHANBHBIX NaHHBIX», llpukasom ['ocrexxkommccum Poccum ot
30.08.2002 Ne282 «CrneumasiibHple TpeOOBaHWS W PEKOMEHJAIMM TI0 TEXHUYECKOW 3aluTe
KOH(UIEHIMaIbHON HH(pOpMaLUu» rocyAapcTBEHHAs: TeXHUYeckass komuccus», [Ipukazom O@CTIK
Poccun or 18.02.2013 Ne21 (pen. ot 23.03.2017) «OO6 ytBepxkaenun CocraBa M COJEpKaHUA
OpPraHMU3aIMOHHBIX U TEXHUYECKUX MEp MO 0OecreyeHn0 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU
ux 00paboTKe B MHPOPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaHHBIX».

1.2. TlonmokeHue peryiaupyer MOJUTUKY YUpEeKIeHUs Mo O0e30macHOCTH WH(OPMAIMOHHBIX H
KOMMYHHUKAIIMOHHBIX PECYpCOB M TEXHOJOTHMH M OOmMH MHOpsSA0K OOpalleHuss ¢ JIOKyMEHTaMH,
COJIEp KaIMMHU CITYKEOHYIO0 HH(OPMALINIO OTPAaHUYEHHOTO PaCIIPOCTPAHEHUS U YCTaHABIMBAET:

- 00BEeKTHI 3alUThl UHQOPMAIMK U CYOBEKThI 1oCTyna K WH(pOpMalMi HHPOPMALIMOHHBIX CHCTEM U
pecypcos;

- OCHOBHBIE YIrpo3bl HH(pOpMaMOHHON OezomacHoctu (manee — HWMHOOPMALIMOHHASA
BE3OITACHOCTbB) MBJIOY «Jlerckwuit cax Ne 55 KOMOMHHPOBAHHOTO BUjIa» T. BOPKYTHI;

- OCHOBHbIE IPUHIMIBI MOCTPOEHUs cucTeMbl 3amuThl nHpopmarmu MBJIOY «/lerckuit cax Ne 55
KOMOMHHPOBAHHOTO BH1a» T'. BOpKyTHI;

- Mepsl, MeTonsl U cpenctBa obecneuenuss THOOPMAIIMOHHAA BE3OITACHOCTH MBIOY
«Jlerckuit can Ne 55 koMOMHUPOBAHHOTO BUAa» I'. BOPKYTHI;

1.3. Hacrosiee [lonoskenue pa3paboTaHo C IENbI0 YCTAHOBJICHUS HAJIEKAIIETO MOpsIKka paboThl
Y co3/1aHne 0€30TacHBIX YCJIOBHM JJIT BOCHUTAaHHUKOB U coTpyaHukoB MBJIOY «Jlerckwuii cag Ne 55
KOMOMHUPOBAaHHOTO BuAa», (Hanee — VYupexIeHHe), a TaK XKe HCKIIOYCHUS BO3MOXXHOCTU
MIPOHUKHOBEHUSI TOCTOPOHHMX JIUI[, BBIHOCA MAaTE€pPHAJbHBIX I[EHHOCTEH, WHBIX HapyLICHHH
OOIIECTBEHHOTO MOPSAIKA.

1.4. JlanHoe [Tonoxenue pa3Meniaercs Ha oQuIUANTbHOM caiTe YupexaeHus B
MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn «THTepHeT».
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1. O0BbeKTHI, MoAJIeKAIME 3aLUTe.

2.1. B VYupexnenun oOpaOaTbiBacTcs HWHGPOpMaLUs, COJAEpKallas CBEICHHS OTPaHUYCHHOTO
pacrmipocTpaneHus (ciaykeOHas nHpopMarlus, MepCoOHATbHBIC JAaHHBIC), U OTKPBHITHIC CBEJICHHUS. 3aIlUTe
MoJyIeXkar Bce MH(POPMAIMOHHBIE CHUCTEMBl YUPEKICHHS, HE3aBUCHMO OT UX MECTOHAXOXKJICHHS,
YUCIAIIMECS HA OyXTaJIITepPCKOM y4eTe Y UperKaeHus.

2.2. OCHOBHBIE OOBEKTHI, ITOJICIKAIINE 3aIUTE:

- uH(pOPMALMOHHBIE CHUCTEMBI MNepcoHANbHBIX naHHBIX (mamee — MCIIJIH), a Takke OTKpbITas
(obmenocrynnas) nHpopmanus, HeoOXoauMas it paboThl YUpeKIeHHs, HE3aBUCUMO OT (OpPMBI U
BHUJIa €€ TPE/ICTABIICHNUS;

- iporecchl 00paboTKN HH(pOpMAIK B MHPOPMALIMOHHBIX CHCTEMaX YUpeKACHUs, HH(POpPMaIIHOHHBIE
TEXHOJIOTMH, PETJIAMEHTHI M IIpoLeAypsl cOopa, 00paboTKH, XpaHEHHUs U Iepeadun HHHOpMaLu;

- nHbOpMaMOHHAsA UH(PPACTPYKTYpa, BKIIOYAIONIAs CHCTEMbl 00pa0OTKM M aHanM3a HH(GOpMAIHH,
TEXHUYECKHE M NpPOTpaMMHBIE CpelcTBa €€ o0paboTKM, mepeaadn M OTOOpaKeHWs, B TOM YHCIIE
KaHanbl HMH()OpPMAIMOHHOTO OOMEHa M TEIEKOMMYHHUKAI[MH, CHUCTEeMbl M CpEICTBA 3allUThI
nHpopMaIuu.

2.3. OcobennocTr 00OBEKTOB, MOMICKAILNX 3AINUTE:

- 00beJMHEHNE B EIMHYI0 CHUCTEMY OOJBIIOrO KOJIMYECTBA TEXHUYECKUX CPEICTB O0pabOTKHM U
nepeaayu nHGopMaIumy;

- HEOOXOJMMOCTh 00ECTIEYeHHUS HENPEPHIBHOCTH (PYHKIIMOHUPOBAHUS Y UPEKICHUS,

- BBICOKasi MHTEHCUBHOCTh HH()OPMAIIOHHBIX ITOTOKOB;

- pa3HOOOpa3ue KaTeropuil moJIb30BaTeIeH.

1. Heau u 3axa4u cucTeMbl odecrniedeHnsi HHGOPMANMOHHON 6€30MaACHOCTH.

3.1. CyObekTsl goctyna K uHpOpMamuu Npu oOecreuyeHuH WHPOPMAIMOHHON 0e30MacHOCTH
VYupexxaeHus ABISI0TCS:

- paboTHHKHM YUpeXIeHHs, YYacTBYOIIMe B HWHPOPMALIMOHHOM OOMEHE B COOTBETCTBUU C
BO3JI0KEHHBIMU Ha HUX JIOJDKHOCTHBIMU OOSI3aHHOCTSIMU;

- (usmueckme WA, CBEACHHS O KOTOPBIX HAKAIUIMBAIOTCA, XpaHATCA W 00padaThIBalOTCA B
MH(POPMALIMOHHBIX CHUCTEMax YupexaeHus (B COOTBETCTBMM cO cT.14 denepanbHOro 3akoHa OT
27.07.2006 Nel152-@3 «O nepcoHaabHBIX JaHHBIXY;

- COTPYIHUKH BHEUIHMX OpraHM3alui, 3aHUMAIOLMXCS pa3pabOTKOM, MOCTaBKOH, PEMOHTOM U
o0ciTy’kMBaHUEM 000pYyI0BaHUS WM MHPOPMAIUOHHBIX CUCTEM.

3.2. IlepeuncieHHbIM CyObEKTaM J10CTyNa K HH(POpMAIUKA HEOOXOIUMO 00ECTIEUHTh:

- CBOEBPEMEHHOCTh JI0CTyIa K He00X01uMoi UM MHpOpMaIuu (€€ JOCTYITHOCTh);

- JOCTOBEPHOCTH (IIOJTHOTY, TOUHOCTh, AKTYaJIbHOCT, LIEJI0CTHOCTH) HH(POPMALIUH;

- KOH(HJIEHIUAIBHOCTh (COXpaHEHHE B TallHE) OMNpEelelIeHHONM 4YacTh HHGPOpMalUH, 3alIUTy OT
HaBs3bIBaHUS JIOXKHOH (HEI0CTOBEpHOU, HCKaKEHHOMN ) HH(pOpMalNK;

- BO3MOJKHOCTb OCYILIECTBJICHHUS KOHTPOJI W YINpaBieHHs MpoleccaMu oOpadOTKM M Iepenadu
uH(pOpMaINH;

- 3aIIUTY HH(OPMALIUK OT HE3AaKOHHOT'O PACIIPOCTPAHEHMUS.

3.3. Lensto 3ammThl HHGOpPMAILIMHY, HA JOCTH)KEHHE KOTOpOil HampasieHo Hacrosee [lonoxenue,
SBJIAETCS 3allUTa OT BO3MOXKHOTO HAHECEHUs CyOBEKTOM JocTyna K MH(GOpMaluu MaTepUalbHOTO,
($U3M4EeCKOro, MOPAJILHOTO WJIM MHOTO yliepda MOCPeICTBOM CIy4ailHOrO WJIM INpeIHaMEepeHHOIo
BO3JICHCTBUS Ha WMH(OpPMALMIO, €€ HOCUTENH, MpoLecchl 00pabOTKM U Nepenaud. YKaszaHHas Ielb
JOCTUTaeTcs IMOCPEICTBOM OOeCHeueHHss M MOCTOSHHOTO TOAJIEpXKaHUS CJIEIYIOUIMX CBOWMCTB
nH(popManuu:

- JIOCTYMHOCTH HH(OpManuu s aBTOPU30BAHHBIX CYOBEKTOB JocTyna (yCTOHYHMBOTO
(YHKIMOHUPOBAHUSI CHCTEMBI, TIpU KOTOPOM AaBTOPHU30BaHHBIE CYOBEKTHI JIOCTyNa HWMEIOT
BO3MOKHOCTb MOJIy4eHHsI He0OOXOAUMOM HH(popManun);

- 1EJOCTHOCTM M ayTeHTHMYHOCTU (TIOATBEp)KIEHHE aBTOPCTBa) HHMOpPMALUK, XpAaHUMOW U
o0pabaTbIBaeMoil B cucteMax YUpexxJIeHHs U IiepeiaBaeMoi 110 KaHallaM CBSI3H;

- KOHOUJICHIIMAIFHOCTH — COXPAHEHWS B TailHE OINpeNeNeHHOW YacTH WH(GOpPMAIMH, XPaHUMOM,
oOpabaTbiBaeMOil M mepeaaBaeMoil MO KaHamaMm CBs3U. HeoOXoIuMmblii ypOBEHb JIOCTYIHOCTH,



LEJIOCTHOCTH U KOHQUIEHIMAIBHOCTH HH(OpManuu oOecreyuBaeTcsi METOJaMH M CpEICTBaMH,
COOTBETCTBYIOILIMMHU MHOKECTBY 3HAUUMBIX yIpO3.

3.4. OcHOBHBIE 33/1aUl CHUCTEMBI oO0ecriedeHus HHPOPMAIIMOHHON Oe30mmacHOCTH. [ moCcTrKeHus
OCHOBHOM IIeMM 3allUThl M oOecneueHWs YKa3aHHBIX CBOWCTB HWHGpOpMalNMU  CcHCTEMa
nHpOpMalMOHHAas 6€30aCHOCTb JJOJKHA 00€CIIeYnBaTh PEIIEHUE CIeIYIOIUX 3a1au:

- CBOCBPEMEHHOE BBISBJICHHE, OLIEHKAa M IMPOTHO3MPOBAHHE HMCTOYHHKOB Yrpo3 HMH(OPMAIMOHHON
0e30I1aCHOCTH, MpPUYMH M YCIOBHMH, CHOCOOCTBYIOLIMX HAHECEHUIO yuiepbda cyObekTam
MH(GOPMAIMOHHBIX OTHOLICHUH, HAPYIICHUIO HOPMAJIBHOTO ()YHKIIMOHUPOBAHUS CUCTEM;

- CO3/1aHUE MEXAaHHU3Ma OIIEPATUBHOIO PEarMpoOBaHUs HA Yrpo3bl 0€30M1aCHOCTH UH(OpMAIIH;

- CO3JaHUE YCJIOBUH s MMHHUMHU3ALUM U JIOKAIM3allMd HAHOCUMOIO yiiepba HempaBOMEPHBIMU
NCUCTBUSAMHU (U3UUECKUX U IOPUANYECKHUX JIUI, OCJIa0JIeHHEe HETaTHMBHOTO BIIMSHUS M JIMKBUIALUS
MOCJIEeICTBUM HapyleHust 6€3011acHOCTH HH(popMaIH;

- 3aIIUTy OT BMEUIATEIbCTBA B IPOIecC (PYHKIIMOHUPOBAHUS CHCTEM Y UPEKIECHHUS MOCTOPOHHUX JIUI]
(roctyn Kk uMH(MOPMAIMOHHBIM pecypcaM JOJDKHbl HMETh TOJBKO 3aperucTpUpOBaHHBIE B
YCTaHOBJIEHHOM IOPSIKE TI0JIb30BATENHN);

- pasrpaHMuYeHHe JOCTYIla N0Jb30BaTeNel K MH()OPMAIIMOHHBIM, allllapaTHbIM, IPOTPAMMHBIM U HHBIM
pecypcam - obecriedeHre J0CTyNa TOJIbKO K TEM pecypcaMm U BBIIOJIHEHUS TOJBKO TEX OINepaluil ¢
HUMH, KOTOpbI€ HEOOXOAMMBI KOHKPETHBIM IIOJIb30BAaTENsIM JJIsI BBINOJIHEHHUS CBOUX CIIY>KE€OHBIX
00513aHHOCTEN;

- obecrieueHne ayTeHTH(UKALMU MOJb30BaTeleH, Y4YaCTBYIOUIMX B HH(POPMALMOHHOM OOMEHe
(moaTBEpIKACHNE TOIIIMHHOCTH OTIIPABUTENS U TIOTy4aTelst HHHOpMAIIHH);

- 3aIlUTYy OT HECAHKUUOHUPOBAHHOM MOJU(HKAIMU HCHOJIB3YEMBIX B CHUCTEMax MPOrPaMMHBIX
CPEICTB, a TaKXE 3alIUTy CUCTEM OT BHEAPEHUS HECAaHKUMOHMPOBAHHBIX IPOrpPaMM, BKIIOYAs
KOMIIbIOTEPHBIE BUPYCHI;

- 3aIUTY HHAOPMAIMH OT YTEUYKH 110 TEXHUYECKHM KaHalaM Tpu ee 00paboTKe, XpaHeHUH U Iepeaayde
10 KaHaJlaM CBSI3U.

3.5. OcHOBHBIE NyTH pEILIEHUs 3aJa4 CUCTEMBbl MH(DOPMALIMOHHOW O€30MACHOCTH YUpEKIACHHUS.
OcHoBHbIE L€ oOecreyeHuss UHPOPMALMOHHOM 0€30MaCHOCTH U pelleHHe MEepPEUnCIIEHHBIX BbIIIE
3aJ1a4 JOCTUTAOTCH:

- yu€TOM BCeX MOJUIeKAIIUX 3alIUTe MHOOPMAIIMOHHBIX CUCTEM Y UPEIKICHHUS;

- y4€TOM JICHCTBUI MEPCOHANA, OCYIIECTBIAIOMETO 00CTYy)KUBAHHE U MOIU(UKAIIUIO TPOTPAMMHBIX U
TEXHUYECKHUX CPEJICTB KOPIOPATUBHOW HHPOPMALIMOHHOM CUCTEMBI;

- TOJHOTOM, peaJbHOM BBIMOJIHUMOCTBIO W HENPOTUBOPEUMBOCTHIO TPEOOBAHMM JIOKAIBbHBIX
HOPMATHBHBIX aKTOB YUpexXAeHus Mo Borpocam obecnieueHust MHGopMaoHHON 6e301acHOCTH;

- IOATOTOBKOMW JOJKHOCTHBIX JIUI] (PaOOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3aIUI0

U OCYLIECTBJICHHE MPAKTUYECKUX MEPOIPUATHIL 110 oOecreueHN0 HHPOPMALIMOHHOM 6e30MacHOCTH;

- HaJIeJICHUEM KaXXJ0ro paboTHHKA (MOJIb30BaTeNsl) YUpEKICHUS] MUHUMAIbHO HEOOXOAUMBIMU IS
BBIMOJIHEHUS! MM CBOMX (DYHKIMOHAJIBHBIX OO0S3aHHOCTEH TMOJHOMOYMSAMHU IO JIOCTYNy K
MH(OPMALIMOHHBIM pecypcaM YUpexIeHus;

- YeTKMM 3HaHUEM U CTPOTUM COOJIOJAECHHEM BCEMHU IOJb30BATENSIMH HWH(GOPMAIMOHHBIX CHCTEM
VYupexnenus TpeOOBaHHUM JTOKaIbHBIX HOPMAaTUBHBIX aKTOB YUpPEKJIEHUS 10 BOIMpocaM 00ecredeHHst
nH(OPMAIIMOHHON OE30MacCHOCTH;

- TIEpCOHAJIbHON OTBETCTBEHHOCTBHIO 3a CBOM JAEMCTBHSI KaXJOro pabOTHUKA, B paMKax CBOHMX
(GYHKIMOHATBHBIX 00s3aHHOCTEH UMEIOIIETo JOCTYI K HH(POPMAILIMOHHBIM pecypcaM Y UpexIeHHS;

- HEMNpepbhIBHBIM  NOJJEpKaHUEM  HEOOXOAWMOTO  YPOBHS  3alllMIICHHOCTH  3JEMEHTOB
MH(POPMAIIMOHHBIX CUCTEM Y UpeXICHUS,

- TIpPUMEHEHHEM MPOTpaMMHO-ANMNapaTHBIX CPEACTB 3allUThl HMHQOpPMALMM U  HENpepbIBHON
aMMHHUCTPATUBHON MOJIEPKKON X UCIIOIB30BAHUS;

- 3(PeKTUBHBIM KOHTPOJEM HaJa COOJIOJEHUEM TOJIb30BaTEIIMU HH(DOPMALIMOHHBIX PECYPCOB
Yupexaenus TpedoBaHUil 110 obecneueHN0 HHPOPMAITMOHHONW 6E€30MaCHOCTH.

IV. OcHoBHbIE YTpo3bl HHGOPMALMOHHOI 6€30MACHOCTH YUYpesKIeHUsI.

4.1. CymecTByeT /Ba BUJa Yrpo3 HHGHOPMAITMOHHONW O€30MaCHOCTH:
- HICKYCCTBEHHBIE — YTPO3bl, BEI3BAHHBIE JIEATEIHHOCTHIO YEIIOBEKA;



- €CTECTBEHHBIE — YIPO3bl, BI3BaHHBIEC BO3JICHCTBUSAMHU HA MHPOPMAIIMIOHHYIO CUCTEMY U €€ 3JIEMEHTHI
OOBEKTUBHBIX (PU3MUYECKUX TMPOIECCOB TEXHOTEHHOIO XapaKTepa WM CTUXUHHBIX MPUPOIHBIX
SIBJICHUH, HE 3aBUCSIIUX OT YEJIOBEKa.

4.2. Haubonee 3HaYMMBIMU yrpo3amMu HHHOPMAITMOHHON 0€30MacHOCTH YupexacHus (crocodamu
HaHeceHHs yiiepoa cyobekTaM HH(OOPMALIMOHHBIX OTHOLIEHUI) SABIISIOTCA:

- HapymeHue (PyHKIMOHAIBHOCTH KOMIIOHEHTOB HMH(OPMAIMOHHBIX CHUCTEM  YUPEKICHHUS,
OnmokupoBaHue WHGOPMAIMU, HAPYUICHHE TEXHOJOTHYECKHX IPOIECCOB, CPHIB CBOEBPEMEHHOIO
pelieHus 3a1ay;

- HapylleHHE LEJOCTHOCTH (MCKaKEeHHE, IMOJMEHAa, YHMUYTOXXeHHE) HH(GOPMAIMOHHBIX PECYPCOB
Yupexaenus, a Takke panbcudukanms (Moaaeska) T0KyMEHTOB;

- HapyIlIeHue KOH(QUACHIMATBHOCTH (pa3rialleHue, yTeuka) MepCOHAIbHBIX TaHHBIX.

4.3. OCHOBHBIE UCTOYHUKH YIpo3 HHHOPMAITMOHHONW O€30MaCHOCTH Y UPEkKACHUS:

- HeTIpeJHaMepeHHbIe (OINO0YHbIe, CIy4YaiHbIe, 0€3 3710r0 yMbICIa U KOPBICTHBIX IIeJieil) HapyIIeHus
YCTaHOBJICHHBIX pPErjaMeHTOB cOopa, 0OpaboTKM W mepenadyd HHGOpPMAIMU, a Takke TPeOOBaHMIA
O0e3omacHOCTH WHPOPMALMKM M Jpyrue JeHCTBHUA IMOJIb30BaTelel WH(GOPMAIMOHHBIX CHCTEM
VYupexnenus (B TOM 4uciie paOOTHHUKOB, OTBEUYAIOIIUX 3a OOCHY>KMBaHHWE U aJMUHUCTPUPOBAHHE
3JIEMEHTOB MH(OPMAIIMOHHBIX CHCTEM), MPHUBOISIIINE K HEMPOU3BOIUTEIBHBIM 3aTpaTaM BPEMEHU U
PECYPCOB, pa3rialleHUIO CBEIEHUH OTPaHUYEHHOTO PacpOCTpaHEeHUs], MOTepe IIeHHON HGOpMaIuu
WA HapyIIEeHUIO pab0TOCTIOCOOHOCTH JIEMEHTOB MH(POPMALIMOHHBIX CHCTEM;

- IpeIHaMepeHHbIe (B KOPBICTHBIX LENSIX, [0 TPUHYKICHUIO TPETHUMHU JIMIIAMHU, CO 37IbIM YMBICIOM U
T.I.) ACUCTBUS JIETATHHO NOMYIIEHHBIX K HH)OPMAIIMOHHBIM pecypcaM YUpeKIeHHsI MMOJIb30BaTelNeH
(B TOM umcine paOOTHHKOB, OTBEYAIOIIMX 32 OOCTYXMBaHHE M aJIMHUHUCTPHUPOBAHHE 3JIEMEHTOB
WH(POPMAIIMOHHBIX CHUCTEM), KOTOpbIE NPHUBOIAT K HEMPOU3BOAUTEIBHBIM 3aTparaM BpPEeMEHU U
PECYPCOB, pa3riallieHHI0 CBEJACHUN OTPAaHUYEHHOTO PAaCIpOCTPAHEHUs, MOTepe EHHON MH(pOpMAIIN
WA HAapyIIEeHUIO pab0oTOCTIOCOOHOCTH 3I€MEHTOB MH(OPMAIIMOHHBIX CHCTEM Y UpeXKICHUS,

- yIAJIeHHOE HECAaHKIMOHHPOBAHHOE BMEIIATENIHCTBO MOCTOPOHHUX JIMII U3 BHEUIHHX CeTel 00Iero
HazHaueHus (IpeXkae BCero uepe3 cerb VHTepHET), uepe3 JierajbHble M HECAHKIIMOHHUPOBAHHBIE
KaHaJIbl MOJKIIOYCHHS K TAKHM CETSIM, UCIOJIb3Ysl HEAOCTAaTKU MPOTOKOJIOB OOMEHA, CPEJCTB 3allUTHI
U pa3TpaHUyuEHUs yIAIEHHOI0 JOCTyIa K HH(POPMaLlMOHHBIM pecypcam;

- OWMOKH, JOMYIIEHHbIE IPU pa3padOTKe 3IEMEHTOB WH(GOPMAIMOHHBIX CHCTEM YUPEXKICHUS U UX
CHCTEM 3alllUTHI, OIMOKH B IPOrPAMMHOM OOECIIEYEHUH, OTKA3bl U COOM TEXHUUECKHUX CPEICTB (B TOM
qucIe CPEeACTB 3alUThl HH(pOpMaIum);

- TEXHUYECKHUE COOU AJIEMEHTOB MH(POPMAIIMOHHBIX CUCTEM.

4.4. Ilytu peanu3anuu yrpo3 HHPOPMALMOHHONW O€30MAaCHOCTH Y UpeKICHHUS.

4.4.1. Ilytu peanuzauuyd HENpPEJHAMEPEHHBIX HMCKYCCTBEHHBIX yrpo3  HH(POPMAIMOHHOMN
0€30MacHOCTH Y UpEeKICHHUS.

PaGotHukn  VYupexnaeHus,  SBISIOIIMECS ~ aBTOPU30BAaHHBIMM  CyOBEKTaMH  JoCTyna
MHPOPMALIMOHHBIX CUCTEM, a TakXke pabOTHUKH, OOCIYXMBAIOIIUE OTIEIbHBbIE 3JIEMEHTHI
WHPOPMAIIMOHHBIX CHUCTEM, SBIISIIOTCS BHYTPEHHMMH WCTOYHHKAMH CITyYalHBIX BO3IACHCTBHIA.
OcCHOBHBIE TMYTH pealu3alii HEeNpeJHAMEPEHHBIX MCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIpo3
nH(popMallMOHHON Oe30macHOCTH  YupexxaeHus (AeHCTBUs, COBEpIIAEMbIE JIOJbMHU CIy4allHO, MO
HE3HAHMIO0, HEBHUMATEIBHOCTH WM XaIaTHOCTH, U3 JIOOOMBITCTBA, HO 0€3 371070 yMBbICTIA):

- HEOCTOPOXKHBIE JIEHCTBHSA, TPHUBOMSIIME K YAaCTUYHOMY WM TIOJIHOMY HapyIIeHUIO
(YHKIIMOHATIBHOCTH 3JIEMEHTOB HH(POPMALIMOHHBIX CUCTEM Y UpexkIeHUS,

- HEOCTOPOXKHBIE JEHCTBHUS, MNPUBOASAIIME K pa3rJalleHuI0 HHQOpMalUH OrpaHUYEHHOTO
pacrpocTpaHeHHsI WM JieNatolye ee 00IIeJ0CTyHOM;

- pasriamieHue, repefada WM yTpara aTpuOyTOB pa3rpaHUuYeHus AOocTymna (KiIouded (JIOTHHOB),
napoJiel, KJIF0YeBbIX HOCUTENEH U T. I.);

- UITHOPUPOBAHKE YCTAHOBJIEHHBIX IPAaBUJI IpU padoTe ¢ MH(GOPMALIMOHHBIMHU PECYPCAMU;

- IPOEKTHPOBAHHE AJITOPUTMOB OOpPaOOTKM JAHHBIX, pa3paboTKa MPOrpaMMHOrO oOecreueHHs ¢
BO3MOKHOCTSIMH, TIPEICTABIISTIONIIMHE OMACHOCTH IS (PYHKITMOHUPOBAHHUS WHPOPMAITMOHHBIX CUCTEM
1 MH(OPMAITMOHHON 6€30IaCHOCTH Y UpeKICHNUS,

- nepechlIka HHGOpMauu MO OMMOOYHOMY IIEKTPOHHOMY ajpecy (YCTpOHCTBA); BBOJ OMIMOOYHBIX
JTAaHHBIX;



- HEOCTOpOYXKHasl Mop4a HocuTenel nHpopManuu;

- HEOCTOPOXKHOE MOBPEXKIECHUE KAaHAJIOB CBSI3U;

- HENpaBOMEPHOE OTKJIIOYEHHE O000pyNOBaHMA WM H3MEHEHHE PEXKHUMOB pPAOOTHI 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM;

- 3apakeHUE KOMIIBIOTEPOB BUpPYyCaMH;

- HECAHKIIMOHUPOBAHHBIM 3allyCK TEXHOJOTUYECKUX IPOTPAMM, CIIOCOOHBIX BBI3BaTh IOTEPIO
paboTOCIIOCOOHOCTH JIEMEHTOB MH()OPMAIIMOHHBIX CHUCTEM HJIM OCYIIECTBIISIOIIUX HEOOpaTHUMbIE B
HUX WU3MeHeHHs ((PopMaTUpOBAaHHE WIM PECTPYKTYpHU3AIUIO HOCHTENeH WH(pOpMaluu, yAaJeHHe
JTAHHBIX );

- HEKOMIIETEHTHOE UCII0JIb30BAHNE, HACTPOMKA MIM HEMPABOMEPHOE OTKIIOUEHHE CPEJICTB 3alUThI.

4.42. Ilytm peanusanuu  NpeJHAMEPEHHBIX  MCKYCCTBEHHBIX  (CyOBEKTHUBHBIX)  yrpo3
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

OcCHOBHBIE BO3MOXKHBIE NYTH YMBIIUIGHHOW J€30praHu3aliil padoThl, BBIBOJA JJIEMEHTOB
MHGOPMALIMOHHBIX CUCTEM U3 CTPOs, HECAHKIMOHUPOBAHHOTO JocTyna K uHpopMamuu (c
KOPBICTHBIMHU LIEJISIMU, 10 IPUHYXKACHUIO, U3 JKEIaHUSI OTOMCTUTH):

- yYMBIIUICHHbIE JEHCTBHUSA, NPUBOAALIME K YacTUYHOMY WJIM IIOJHOMY  HapylIEHUIO
(YHKIMOHATBHOCTH JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM Y UpEKICHUS,

- JelcTBUA MO Je30praHu3aiuu  (QyHKIUMOHUPOBaHUA WH(GOPMALMOHHBIX CHCTEM YUPEKICHHUS,
XMIIEHUE DJIEKTPOHHBIX JIOKYMEHTOB U HOCUTENed HH(OpMalMM; HECAHKIMOHHPOBAHHOE
KOIIMPOBAHUE 3JIEKTPOHHBIX JOKYMEHTOB U HOCUTEJEH HH(pOpMALIUH;

- YMBIIIJICHHOE NCKa)XeHNE HH(POPMAIK, BBO HEBEPHBIX JTaHHBIX;

- OTKJIOYEHHE WIM BBIBOJ U3 CTPOS MOJCHCTeM oOecrneyeHuss (YHKIHOHHPOBAHUS 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHUCTEM (DJICKTPONUTAHMS, OXJTAKACHUS W BEHTWISANMHW, JHHUNH M anmaparypsl
CBSI3H);

- IepexBart JaHHbIX, [IEPEIaBaeMbIX 10 KaHaJIaM CBSI3U U UX aHAJIN3;

- HE3aKOHHO€ IIoJlydyeHHe aTpuOyTOB pasrpaHUYEHUs JAOCTyna (MCHOJIb3yd  XalaTHOCTh
MOJIb30BATENICH, ITyTeM MOJIEIIKH, I0A00pa Mapois);

- HECaHKLMOHHMPOBAaHHBIA JOCTYH K pecypcaM HH()OPMALMOHHBIX CHUCTEM C pabouux CTaHLMUN
aBTOPU30BAaHHBIX CyOBEKTOB JIOCTYIA;

- XMILEHUE WIN BCKPBITHE MHU(POB KPUNTOZAIUTHI HHPOPMALIUY;

- BHEJPEHHUE alMapaTHbIX U MPOTPaAaMMHBIX 3aKJIAJOK C ILIE€JIbI0 CKPBITHO OCYLIECTBIISITH JOCTYI K
MHOOPMALIMOHHBIM ~ pecypcaM  WIM  JIe30praHu3auud  (QYHKIMOHUPOBAHUS  3JIEMEHTOB
MH(OPMALIMOHHBIX CUCTEM Y UpEXKICHUS,

- HE3aKOHHOE HCIOJIb30BAHUE 3JIEMEHTOB HMH(OPMAIMOHHBIX CHCTEM, Hapyllalollee MpaBa TPeThbUX
JINLL;

- NPUMEHEHHUE MOACTYIIMBAIOIIUX YCTPOUCTB, (POTO M BHJEO ChEMKa JUIsI HECAHKLMOHUPOBAHHOIO
cheMa MH(pOpMaLIUH.

4.5. IlyTtu peanusannn OCHOBHBIX €CTECTBEHHBIX YIp03 HHPOPMALIMOHHOM 6€30MMacHOCTH
- BBIXOJl U3 CTpPOs 00OpYAOBaHMS HMH(POPMAILMOHHBIX CUCTEM M O0OpYIOBaHMSI OOECHEUEHHUS €ro
(YHKIIMOHMPOBAHUS;

- BBIXOJ] U3 CTPOS MJIM HEBO3MOKHOCTb HCIOJIb30BAHUS JTUHUN CBA3H;
- IO’Kapbl U CTUXUITHbIE Oe/ICTBUS.

4.6. Mogenb BO3MOXKHBIX HapyILIUTENEH.

4.6.1. Tunsl HapyIIUTETEH:

C ydeToMm KaTeropuu JIMil, MOTUBALIMH, KBaTM(UKALIUY, HAIMYKS CIIeUaIbHbIX CPEICTB!

HexommnereHTHbI (HEBHUMATENbHBIM) TOJb30BaTENb — pabOTHHUK VYupexnenusa (unu
Mo/Ipa3/elIeHrs] BHEIIHEW OopraHu3alluy, 3aHUMaroIencss o0CIyKUBaHUEM MH(POPMAIIMOHHBIX CUCTEM
VYupexneHns), NpeINpUHUMAIOIINN IONBITKA BBIIOJHEHUS 3alpelieHHbIX IEHCTBUM, AOCTyNa K
3alMIIAeMbIM pecypcaM HH(OPMAIMOHHBIX CUCTEM C TMPEBBIIIEHHEM CBOMX IMOJIHOMOYMMH, BBOJAA
HEKOPPEKTHBIX JaHHBIX, HAPYIICHUs MPaBWJI U PErjJaMeHTOB paboThl ¢ MH(pOpMaIMel, AeHCTBYS 1O
olmnOKe, HEKOMIETEHTHOCTH WM XaJaTHOCTH 0€3 yMbICia M HCHOJB3YIOUIUH MPH 3TOM TOJIBKO
LITaTHBIE CPENICTBA;



Jlrobutens — pabOTHUK Yupexxaenus (Wau  TOApa3/eNieHWsT BHEIIHEW OpraHu3alliu,
3aHUMAIOIIEHCsT 00CTy)KMBaHUEM MH()OPMAIIMOHHBIX CUCTEM YUpPEkKACHUS), IBITAIOMIUNACS HAPYIIUTh
CUCTEMY 3alIUThl 0€3 KOPBICTHBIX IEJIeH, YMbICIIA WM JUISl CAMOYTBEPKICHUSI.

[Tpu 3TOM KCIIOJIB3YIOTCS PA3IMYHbIE METO/IbI TIOJYYEHUS TOMOIHUTEIBHBIX [TOJIHOMOYUI JOCTya
K pecypcaM, HEIOCTaTKH B MOCTPOCHMM CHUCTEMbI 3allUThl U JOCTYIHBIE €My IITaTHbIE CpPEACTBa
(HECaHKIIMOHUPOBAHHBIE IEHCTBUS IIOCPEACTBOM IPEBBIIIEHNS CBOMX ITOJHOMOYUI Ha MCIIOIb30BaHHE
paspellieHHbIX CpEACTB), HEIITaTHbIE WMHCTPYMEHTAIbHbIE W TEXHOJOTHMYECKHE IPOTrpaMMHbIE
CPEICTBA, CAMOCTOSATEIBHO pa3padOTaHHBIE IPOrpPaMMbl WM CTaHAAPTHBIE JOMOJHUTEIbHBIC
TEXHUYECKUE CPEICTRA.

BuyTpennuii (BHEIIHUI) 370YMBIIUICHHUK - aBTOPU30BAaHHBIA CYOBEKT AOCTymna (IOCTOpOHHEE
JIUI0) JCHUCTBYIOUIUH IIeJICHANPaBICHHO (B TOM YHCJIE€ B CrOBOpE C JIMLAMH, HE SIBIISIOLIUMUCS
pabotHukamu Yupexaenus). [lpu 3ToM HCTIONB3YIOTCSI METOABI U CPENICTBA B3JIOMa CHCTEMBI 3aIIUTHI,
BKJIIOYAsl ar€HTYPHbIE METO/Ibl, TACCUBHBIE CPEACTBA (TEXHUYECKHE CPEACTBA IepexBaTa), METOIbl U
CpeICTBa aKTUBHOTO BO3JEHCTBUS (MOAU(UKALNA TEXHUYECKUX CPEACTB, MOJKIIOYEHHE K KaHalaM
nepelayv  JIaHHBIX, BHEAPEHUE IMPOrPpaMMHBIX 3aKJAJOK M  HCIIOJIb30BAHHME  CIIELUAJIbHBIX
MHCTPYMEHTAJIBHBIX W TEXHOJOTMYECKMX IporpamMm), a TakkKe KOMOWHAIMM BO3JECHCTBUHM, Kak
U3HYTPH, TaK U U3BHE YUPEKICHUS.

4.6.2. BHyTpeHHUE HAPYIIUTEIN:

BHyTpeHHMM HapymuTeneM MOXET OBITh JIMIO0 U3 CIEAYIOIIHUX KaTreropuid pabOTHUKOB
YupexaeHus:
- 3apETrUCTPUPOBAHHBIC IIOJH30BATENM U IEPCOHAN, OOCIYKHBAIOIIUNA TEXHUYECKHUE CpEeACTBa
MH(OPMALIMOHHBIX CHCTEM Y UpEXKICHUS,
- paOOTHUKHU, B TOM YHUCJIE PYKOBOAUTEIH, HE SBIISIOLIUECS 3aPETUCTPUPOBAHHBIMH MOJIb30BATEISIMU U
HE JIOMYyIICHHbIE K MH(POPMAIMOHHBIM pecypcaM YUpeKJeHHUs, HO MMEIOUIUe AOCTYN B 3/aHUS U
IIOMEILEHUS;
- paOOTHUKH, B TOM YHUCJIE€ PYKOBOAMTEIH, 3a/IHCTBOBaHHBIE B pa3pabOTKE U COMPOBOKICHHUU
MIPOrpaMMHOTO 00€CTICUeHUSI.

4.6.3. BHemHue HapyLIUTENH:

BrewnuMm HapymuTeneM MOXXET ObITh JIMLIO U3 CIEIYIOIUX KaTEerOpUd:
- paboTHUKU YUpeKIeHUs, C KOTOPBIMH MpEeKpaIieH (pacTOprHyT) TPYIOBOM JTI0TOBOP;
- MPEICTAaBUTEIM BHEITHUX OpPraHW3alfii, 3aHUMAIOIIUXCS pa3pabOTKOM, MOCTaBKOH, PEMOHTOM U
00CITy’)KUBAaHHEM JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM;
- YIEHBI IPECTYIHBIX OpraHU3alfil U JINLA, IeHCTBYIOIINE MO UX 33JaHUIO;
- IUI1, CIIy4ailHO WJIM YMBILIUIEHHO IPOHMKIINE B JIOKAJIbHYIO BEIUMCIUTENBHYIO CETh YUPEKACHUS U3
BHEUTHUX TEJIEKOMMYHHKAIIMOHHBIX CETeH (XaKepsl);
- aJMUHHUCTPATOPBl aBTOMATU3UPOBAHHBIX CUCTEM Y UPEKICHMS, UMEIOIUE HEOTPAaHUUEHHBIN JOCTYII
K HH(OpPMallMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPATUBHONM WH(POPMAIMOHHONH CHCTEMBI.
AJZIMUHUCTPATOPbl aBTOMAaTU3MPOBAHHBIX CHCTEM MOTYT OTHOCHUTBCS KaK K BHEIIHUM, Tak U K
BHYTPEHHUM HapyIIUTEISIM.

4.7. VYTeuka uHPOpPMALMU TO TEXHUYECKUM KaHaigaMm [Ipu mpoBeAeHHH MEpONpHUATHH U
AKCIUTyaTalluy TEXHUUYECKUX CPEJICTB YCTAaHABIMBAIOTCS CJENYIOIINE KaHalbl YTEUKH WM HapyLICHUS
LEJIOCTHOCTU MH(OPMALIUH, HapyIIeHUsI pa00TOCTIOCOOHOCTH TEXHUYECKHUX CPEJICTB!

- MOOOYHBIE 3JEKTPOMArHUTHbIE M3Iy4eHHs] MHPOPMATHUBHOIO CHTHajda OT TEXHUYECKHX CPE/ICTB
VYupexxaeHus U TUHUNA nepeaayn nHpopMalmu;

- HaBOJKM WH(OPMATHUBHOTO CUTHaja, 00pabaThIBAEMOro TEXHUYECKUMHU CPEACTBAMM JIOKAJIbHOU
BBIYHCIIUTENBHOM ceTH YUpeKIeHus, Ha POBO/a U JINHUH, BBIXOIAIIME 32 MPEEIIbl KOHTPOJIUPYEMOU
30HBI YUpEXKACHHUS], B T.4. Ha LIETIH 3a3€MJICHUS U 3JIEKTPOIIUTAHUS;

- DJIEKTPUYECKHE CHUTHAIbl WIM DPAJUOU3IY4YeHHUs, OOYCIOBIICHHBIE BO3JCHCTBHEM Ha CpEACTBa
nepenayv MHPOPMAIMH BHICOKOYACTOTHBIX CHTHAJIOB, CO3JaBa€MbIX C MOMOIIBIO pa3BebIBATEIbHOM
anmaparypsl, o 3pupy u MpoBojaM, 00 CUTHAIOB MPOMBIIIICHHBIX PAJNOTEXHUYECKUX YCTPOUCTB
(paguoBelaTeNnbHble, paJu0IOKAlMOHHbIE CTAHIIUU, CPEJCTBA PAAUOCBA3H U T.I1.), U MOIYJISIUEH X
MH()OPMATUBHBIM CUTHAJIOM;

- aKyCTHuYeCKOe M3JIy4eHHe WH(POPMATHUBHOTO PEUYEBOr0 CHTHaja WJIM CUTHajga, OOYCIOBIEHHOIO
(YHKIIMOHMPOBAHUEM TEXHUYECKHUX CPEICTB 00pabOTKU HH(OpMaIniy;



- DJICKTPUYECKHE CHTHAIBI, BO3HUKAIOIINE TIOCPEICTBOM MpeoOpa3oBaHusi HHPOPMAaTHBHOTO CHUTHAJIA
U3 aKyCTUYECKOTO B 3JIEKTPUYECKUH 3a cyeT MUKPO(GOHHOro 3¢dexra u pacrnpocTpaHsIonHecs Mo
MIPOBOJIAM M JIMHHUSM TIepelauid HHPOPMAIINH;

- BHOpallMOHHBIC CUTHAJBI, BO3HUKAIOIIUE IOCPEICTBOM IMpPeoOpa3oBaHus HHPOPMATHBHOTO
aKyCTUYECKOTO CHTHaJla TPU BO3JCHCTBHHM €r0 Ha CTPOUTENIbHBIE KOHCTPYKIIMM W HH)KEHEPHO-
TEXHUYECKHE KOMMYHUKAIIUU BBIJCIICHHBIX TOMELICHUN;

- BO3JICHICTBHE HA TEXHHYECKUE HIIM IPOTPAMMHBIC CPEACTBAa B IEISIX HAPYIICHHS IEIIOCTHOCTH
(YHHUTOXEHHS, HCKaKeHHs) HH(opManuu, pabdoTOCOCOOHOCTH TEXHHUYECKUX CpEACTB, CPEICTB
3aUThl HHQ)OPMAIUK, aapeCHOCTH M CBOCBPEMEHHOCTH WH(OPMAIMOHHOTO OOMEHAa, B TOM YHCIIC
AJIEKTPOMArHUTHOE, 4Yepe3 CICHUAIbHO BHEAPCHHBIC JJIGKTPOHHBIE M MPOrPAaMMHBIC CpEICTBa
(«3aKmagKny);

- mepexBaT HH(oOpMaUKu UM BO3JICHCTBHE HA HEE C MCIIOJIb30BAHHUEM TEXHUYECKHX CPEJCTB MOXKET
BECTHCh HENOCPEICTBEHHO M3 3aHUH, PACIIONIOKEHHBIX B HETIOCPEACTBEHHON OIM30CTH OT 00BEKTa,
MECT BPEMEHHOTO TpPEObIBaHMS, 3aMHTEPECOBAHHBIX B IepexBaTe MHPOPMAIUN WU BO3JICHCTBHM Ha
HEee JIMI MpHU TOCCIICHMH MMM YUpPEXKIEHHUS, a TAaKKe C IMOMOIIbIO CKPHITHO YCTAaHABIMBAEMOU
ABTOHOMHOM aBTOMAaTHYECKOW anmapaTyphbl.

V. OcHOBHBIE NMPUHIHUIBI MOCTPOCHUA CUCTEMBI 3aIUTHI nmbopMam/m.

[TocTtpoerne cucTeMbl 3aIUTHl UHPOPMALUU YUPESKACHUS W e¢ (YHKIIMOHUPOBAHHE TOJDKHBI
OCYILIECTBISITHCS B COOTBETCTBUH CO CIEAYIOIUMU OCHOBHBIMH MPUHITUITAMHU:

5.1. 3aKOHHOCTb.

[Ipenmonaraer OCYIIECTBICHUE 3allUTHBIX MEPONPUSATHI U Pa3pabOTKy CHUCTEMBbI 3aIlIUTHI
uHbopManuyu YUpEKJICHHS B COOTBETCTBMU C JACWCTBYIOIIMM 3aKOHOJATEIbCTBOM B O00JIACTH
uHpopmanuu, uHGopMaTU3aMK U 3aIIUTH UHGOPMAIUH, a TaK)Ke JPYTrUX HOPMATHUBHBIX aKTOB IO
MH(GOPMAIIMOHHOM 0€30MaCHOCTH, YTBEPKICHHBIX OPTaHAMH TOCYIapCTBEHHOMN BIIACTH.

[TpunsTeie Mepbl HHGOPMAIMOHHON O€30MaCHOCTH HE JOJDKHBI MPEMSTCTBOBATH JIOCTYIY
[IPaBOOXPAHUTENIbHBIX OpPraHOB B IPEAYCMOTPEHHBIX 3aKOHOJATEILCTBOM CIlydasix K pecypcam
KOHKPETHBIX HH(POPMAIIMOHHBIX cicTeM. Bee monbp3oBaTenu nHGOPMALMOHHBIX CUCTEM Y UpexkKICHUs
JIOJKHBI UMETh IIPEICTaBIEHUE 00 OTBETCTBEHHOCTH 3a IPABOHAPYIIEHUSI B 00J1aCTH HHPOPMALUK.

5.2. CUCTEMHOCTBb.

CucTeMHBIM MOIX0/ K MOCTPOSHUIO CUCTEMBI 3alUThl MHPOPMAIMK B YUPEKICHUH MPEANOoIaracT
y4eT BCEX B3aMMOCBSA3aHHBIX, B3aUMOACHCTBYIOIIMX M H3MEHSIOUIMXCS BO BPEMEHH 3JIEMEHTOB,
yciioBUH UM (AKTOpOB, 3HAUMMbBIX JUISI TOHMMAHUS M peUIeHHs MpoOdsieMbl obecriedeHus
nH(popMalMOHHON Oe30macHOCTH YupexaeHus. [Ipu co3gaHuu CUCTEMBI 3alllUThl YUUTHIBAIOTCS BCE
ciabple U Haubosee ys3BUMble MecTa MH(GOPMAIMOHHBIX CHUCTEM YUpEXKJEHHUs, a TaKKe XapakrTep,
BO3MOXXHbIE OOBEKTHl M HamNpaBlieHUS aTrak Ha HeE€ CO CTOPOHBI HapyIIUTENeH, MyTu
HECaHKLMOHUPOBAHHOTO JocTyna K uHpopMmanuu. Cuctema 3amuThl JTOJKHA CTPOUTHCS C y4ETOM
BO3MOYXHOCTH TOSIBIICHUS MPUHIIMITHAIBHO HOBBIX IMyTeH peann3anuu yrpo3 0e30MacHOCTH.

5.3. KOMIIJIEKCHOCT®b.

KommiekcHOoe HCMONb30BaHME METOAOB M CPEACTB  3allUThl  MH(OPMALMOHHBIX CHUCTEM
MIpeIoiaraeT COrjJacOBaHHOE MPUMEHEHUE MPOrPaMMHBIX M TEXHUYECKHX CPEJICTB MPH MOCTPOSHUHN
LIETIOCTHOM CUCTEMBI 3alllUThl, MEPEKPHIBAIOIIECH BCE 3HAUMMbIE KAHAJIBl pealu3allK yrpo3. 3alura
JOJDKHA CTPOMTHCS DILIEJIOHHPOBaHO. BHemHss 3ammra JoipKHA obecreuuBaThesl (DU3MUYECKUMU
CpeliCTBaMH, OPraHU3allMOHHBIMU U IPABOBBIMH MEPAMH.

5.4. HenpepbIBHOCTH 3aILUTHI.

Jns  obecnedyeHus  JTOrOo  MpPUHIMNA  HeoOXoauMa  TMOCTOSHHAs — OpraHu3allOHHAs
(amMUHUCTpAaTHBHAS) MOJACPKKA (CBOEBPEMEHHAsi CMEHAa W o0eclieueHrne MPaBMUILHOTO XpPaHEHUS U
MPUMEHEHHUST UMEH, Maposiei, Kiodeid mu@poBaHus, mnepepacnpenencHue monnomouuni). Ilopsgok
MOJIy4EHUs JOCTYyTa K MHPOPMAIIMOHHBIM pecypcam periiaMeHTupyercs B UHCTpyKIuu noib30BaTens,
OCYIIIECTBISIONIETO 00Pa0OTKY MEPCOHANBHBIX TAHHBIX HA 00BbEKTaX BHIYUCIUTEIHLHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Ipeanonaraercs ynpexxaaromuil xapaktep Mep obecredeHus: HH(POPMAIIMOHHON 0€30MaCHOCTH, TO
€CTh IOCTaHOBKa 33/Jay MO KOMIUIEKCHOM 3aluTe MH(pOpMaluud W peanu3anus mMep oOecrnedeHus



0e30macHOCTH MH(POPMAIIMKA HAa PAaHHUX CTAIUAX pa3pabOTKu WH(OPMAIMOHHBIX CUCTeM. PazpaboTka
CHCTEMBI 3aIlUThl BEACTCS MapajyIeNbHO C pa3pabOTKOW M pa3BUTHEM CaMOM IMOAJEKaIlel 3aliuTe
MH(POPMAITMOHHON CHCTEMBI.

5.6. [IpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHUE.

[Ipenmonaraer MOCTOSSHHOE COBEPIICHCTBOBAHUE MEP U CPEJICTB 3alUThl HH(OPMALUKU HAa OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX PEIICHWH, KaJpOBOTO COCTaBa, aHAJIN3a
(GyHKIIMOHUPOBaHUS WH(OPMALIMOHHBIX CUCTEM YUPEKICHHUS U CUCTeM MH(OPMAalMOHHON 3aIIUTHI C
y4eTOM M3MEHEHUH B METOJIaX M CPEACTBAX MepexBaTa WH(POpMAIMK, HOPMATHUBHBIX TPEOOBAHUH 11O
3aluTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOT0 OIbITa B 3TOM 001acTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

[Ipeamonaraer BO3J10KEHHWE OTBETCTBEHHOCTH 3a obecneueHre MH(OpMAIMOHHOW Oe30MacHOCTH
Ha KaXJ0ro pabOTHHMKAa B TNpeaeNnax €ero IMOJHOMOYMi. B COOTBETCTBUM C STHUM NPUHIUIIOM
pacmpeselieHre IpaB U 00s13aHHOCTEH paOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOBI B cliydae JIto0oro
HapyLIEeHUs KPYT BUHOBHUKOB OBLT YETKO U3BECTEH WJIM CBEIEH K MUHUMYMY.

5.8. MunuMu3anus NoJHOMOYUM.

[Ipenmonaraer mpenocTaBlIeHUEe MOJIB30BATENIM MUHUMAIBHBIX IIPaB JIOCTyIIa B COOTBETCTBUU CO
cIry>keOHO HeoOxomumocThio. JlocTynm K MH(pOpPMaLUU JODKEH MPEJOCTaBIATHCS TOJIBKO B TOM
ciydae U 00BbEME, ecnu 3TO HEOOXOAMMO pabdOTHUKY MJis BBIMOJHEHUS €ro JIOJDKHOCTHBIX
00513aHHOCTEH.

5.9. I'nbGkocTh cucTeMbl HH)OPMAITMOHHON O€301TaCHOCTH.

[Ipeamonaraer cnocoOHOCTh CHCTEMBl WH(POPMALMOHHON O€30MacHOCTH pearupoBaTh Ha
M3MEHEHUS BHEUTHEH cpefibl U YCIOBHM OCYHIECTBICHUS Y UPEKICHHEM CBOEH AedaTeabHoCTU. B uncno
TaKWX U3MEHEHHI BXOJIAT:

- U3MEHEHHMsI OPraHU3alMOHHON U IITATHON CTPYKTYPHI Y UpEKICHMUS,
- I3MEHEHHE CYIIECTBYIOIINX UM BHEAPEHHUE MPUHIIUITHAIHHO HOBBIX HH(POPMAIIMOHHBIX CHCTEM;
- BBO/JI B OKCIUTyaTaIllMI0 HOBBIX TEXHUYECKUX CPECTB.

5.10. IlpocToTa NpUMEHEHUs CPECTB 3AIIUTHI.

MexaHu3mMbl U METOABl CUCTEMBbI 3alIUThl WHGOPMAIUU JOJDKHBI ObITh MOHSTHBI U IMPOCTHI B
WCTOJIb30BaHUU. [IpUMEHEHUE CPEICTB U METO/OB 3alllUThl HE CBS3aHO CO 3HAHHEM CICIHATbHBIX
SI3BIKOB WJIM C BBIMIOJIHEHUEM JEHCTBUI, TPeOYIOMIMX 3HAYMTEIbHBIX JOMOJIHUTEIBHBIX TPYAO3aTpaT
npu OOBIMHON paboTe 3aperuCTPUPOBAHHBIX IOJIB30BATENCH, a Takke HE TPeOyeT OT IOJIb30BaTels
BBINOJIHEHUS] MAJIOMIOHATHBIX MY OIlepalui.

5.11. OG0CHOBaHHOCTh M TEXHUYECKAS PEAIU3yeMOCTb.

[Ipeanonaraer, 4yTo MH(POPMALMOHHBIE TEXHOJOIMH, TEXHMYECKHE U IPOrpaMMHBIE CPEJICTBa,
CpeAcTBa M Mephl 3aIIUThl MHPOPMALMU PEATU3YIOTCS Ha COBPEMEHHOM TEXHHUYECKOM YpPOBHE U
00OCHOBaHbI Ul JIOCTHKEHHUS 3a/laHHOIO YPOBHS 0€30MaCHOCTH HMH(OpMAlMM M 3KOHOMUYECKOMH
11eJIeCO00pPa3HOCTH, a TaKKe COOTBETCTBYIOT YCTAaHOBJIEHHBIM HOpMaM W TpPeOOBaHUSM TIO
6e30macHOCTH HH(POPMALIUH.

5.12. Cneuunanusanus 1 npodeccruoHalIn3M.

[Ipeanonaraer mpuBieyeHHE K pa3pabOTKe CPENCTB M peaau3ald Mep 3alluThl MH(OopMauu
CTIeMAM3UPOBAHHBIX OpTraHU3aIHid, HanboJiee OATOTOBICHHBIX K KOHKPETHOMY BHIY NI TEITLHOCTH
1o obecrieyeHo 0€30MacHOCTH MH(POPMAILIMOHHBIX PECYPCOB, MMEIOLIUX OIBIT MPAKTUYECKON pabOThI
W TOCYNapCTBEHHYIO JIMIEH3WIO Ha TIPaBO OKa3aHWs yciayr B d3Toi oOmactu. Peammzarnus
aJIMUHUCTPATUBHBIX MEp W JKCIUTyaTallusl CPEACTB 3alllUThl OCYILECTBIIAETCS MNPOQecCHOHATBHO
MOJITOTOBJICHHBIMH CHIEIIHATHCTAMH 3alTUTH HHQOpMAIHK Y UpEKICHHUS.

5.13. O6s13aTenbHOCTh KOHTPOJIS.

[Ipenmonaraer 00sA3aTENFHOCTh W CBOEBPEMEHHOCTHh BBISBICHUS M TPECEYCHUS IOTBITOK
HapyLIEeHHs YCTaHOBJIEHHBIX MPaBUI obecrieueHust 6€30MacHOCTH HH(POPMAIIH.

KoHTpomb 32 IeSTeThHOCTHIO JTI000TO TOIH30BATENS, KAXKIOTO CPEJCTBA 3alIUTHl U B OTHOIICHUH
06010 00BEKTA 3aLIUTHI OCYIIECTBIISCTCS HA OCHOBE IPUMEHEHHS CPEICTB ONEPATUBHOTO KOHTPOJIS
W PEruCTpallil W OXBAaThIBACT CAHKIIMOHHUPOBAHHBIE W HECAaHKIMOHWPOBAHHBIC JIEHCTBHS
nojip3oBareneil. BrpigBneHHbIE paOOTHUKAMU  YUpEXKIACHHS HEIOCTaTKU  CHCTEMBbl  3aIlIUTHI
nHGOpPMAIIMK JIOBOJSATCS IO CBEIEHHUS HEMOCPEACTBEHHOTO pyKoBoauTensa. O CyImecTBEeHHBIX
HE/I0CTAaTKaX COOOIAETCS PYKOBOIUTEIIO Y UpExKACHUS.



V1. Mepbl, MeTOIbI M CPeACTBA 00ecneyeHUs1 HH(POPMAIIMOHHOMH 0e30MaCHOCTH.

6.1. Mepsl o0ecnieduenrs UHOOPMALIMOHHON OE30MTaCHOCTH.

6.1.1. 3akoHonaTenbHBIC (IIPAaBOBBIE) MEphl oOecredeHus: WHPOPMAIMOHHONW O€30MacHOCTH K
MPaBOBBIM MepaM oOecreyeHus HHPOPMALMOHHON O€30MacHOCTH OTHOCATCS JCHWCTBYIOIIUE B
Poccuiickoit ®enepanuu 3akoHOJATENbHBIE W HHbIE HOPMATHBHBIE AaKThl, pErJaMEHTUPYIOLIHE
npaBuiga oOpamieHuss ¢ uH(OpMAaIMel, 3aKpeIuIIoNIe TMpaBa M O0A3aHHOCTH yYaCTHUKOB
MHOOPMALIMOHHBIX OTHOILIEHUH B Ipouecce ee o00padOTKM M UCIOJNb30BaHUS, a TaKke
yCTaHABJIMBAIOIINE OTBETCTBEHHOCTh 3a HApyLIeHHs 3TuUX mnpaBui. IIpaBoBble Mepbl obecrieueHus
MHGOPMALIMOHHON 0€3011aCHOCTH HOCAT YHPEXIAIOMIMNA, NPoQUIaKTUUECKUI XapakTep U TpeOyroT
MIOCTOSTHHOM  pa3bsCHUTENBHON pPa0OThI C TIOJB30BATEINSIMA M OOCIYXHBAIOIIUM IEPCOHATIOM
MH(GOPMALIMOHHBIX CUCTEM Y UpPEXKICHUS.

6.1.2. TexHoNMOTrHYECKUE MEpHI OOecreyeHus: NHPOPMALMOHHOW 0e30MacHOCTH K JaHHOMY BUIY
Mep oOecrniedyeHUss HHPOPMALMOHHOM O€30MaCHOCTH OTHOCSTCS TEXHOJOIMUECKUE peIleHus U
NPUEMBl, HANpPaBJICHHbIE Ha YMEHBIICHHE BO3MOXXHOCTH COBEpIICHUS PaOOTHUKAMHU OIIUOOK H
HapyLEeHUH B paMKax MPe0CTaBICHHBIX UM IIPAB U MOJTHOMOYMH.

6.1.3. Opranu3auuvoHHble (aIMUHHCTpPATUBHBIE) Mepbl obOecredeHUs  HMHPOPMAMOHHON
0€30MacHOCTH.

OpranuzanuoHHbe (aJIMUHHCTPATHBHBIC) MEpbl oOecrieueHuss HHPOPMAITMOHHONH OE30MacHOCTH —
3TO  Mepbl OPraHU3alMOHHOIO XapakTepa, perjIaMEeHTHPYIOIUEe Mpolecchl (YyHKIMOHUPOBAHUSA
CHCTEMBl O0pabOTKM JaHHBIX, HCIIOJNB30BaHUE €€ PEeCypcoB, IESITEIBHOCTh OOCITYXHBAIOIIETO
IIepCOHaNa, a TaKXXe MOPSI0K B3aUMOACHCTBUS M0JIb30BaTEIeH C CUCTEMON TakuM 00pa3oM, 4TOObI B
HauOOJIbIIeH CTENEHH 3aTPYAHUTh WIM WUCKIIOYUTH BO3MOXKHOCTH pealu3alliil yrpo3 0e30macHOCTH
WIA CHU3UTH pa3Mep MoTeph B ciaydae ux peannsanuu. OpraHu3alMOHHbBIMU (3AMUHUCTPATUBHBIMHU)
Mepamu obecrieueHust THPOPMAIIMOHHON O€30MaCHOCTH SIBJISIOTCS:

- periaMeHTanus AOCTyNa B 3/laHUe Y UperKICHUS;

- periaMeHTanus J0NycKka pabOTHIUKOB K HCIOJIB30BAHUIO HHPOPMALIMOHHBIX PECYPCOB;

- aHaJIM3 TpeOOBAaHUM K 3JIEMEHTaM CHCTEMbl Ha OCHOBE 3asBOK I10JIb30BaTeNIel Ha OOCIyKUBaHUE U
MOJTU(UKAIIIO alMIAPATHBIX U IPOTPAMMHBIX PECYPCOB;

- oOecrieyeHMEe M KOHTPOJb (U3MUECKOW UEIOCTHOCTH (HEM3MEHHOCTH KOH(UIypaluH) CpercTB
BBIUYHCIUTENbHON TEXHUKHY;

- oOyueHue MoJb30BaTeNe; eITeIbHOCTh 0 00ecneyeHnIo MH(OpMaIMOHHON 0e301acHOCTH;

- ycioBuss  00paboTkM  MH(GOPMALMOHHBIX  PECypcoB  KOHQUACHIMAIBHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HApYyIIEHUS YCTAaHOBJIEHHOIO TMOPSJIKa I0JIb30BaHUS HH(POPMAIMOHHBIMU
pecypcaMu Y UpeKICHHUS.

6.1.4. ®usnyeckue Mepsl odecredeHnss THPOPMALMOHHOM O€30MacHOCTH.

®dusndeckue Mepel obecrieueHuss MHGOPMAIMOHHONW O€30MacHOCTH OCHOBAaHBI HAa MPUMEHEHUH
MEXaHWYECKHUX, DJIEKTPOHHBIX  WJIH  DJEKTPOHHO-MEXAaHMYECKHX  YCTPOMCTB,  CIELHMAIBHO
MpeIHa3HAYEHHBIX Ul CO3/1aHus PU3NYECKUX MPENITCTBUNA Ha BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS U
J0CTyNa MOTEHUUAIBHBIX HApYIIUTENEH K 3JeMEeHTaM HH(OPMAIMOHHBIX CHUCTEM M 3alUIaeMOMN
nH(pOpMaLINH.

6.1.5. Texauueckue Mepsl obecrieueHus HHHOPMALTMOHHON OE30MaCHOCTH.

TexHuueckue (anmnapaTHO-IPOrpaMMHBIE) Mepbl obecrieueHus: MH(OPMalMOHHON Oe30MacHOCTH
OCHOBaHbl Ha MCIOJIb30BaHUM JJIEKTPOHHBIX YCTPONCTB M CIIELMAIBHBIX MPOTrpaMM U BBIOJIHSIIOLINX
(caMOCTOSATENBHO WM B KOMILJIEKCE C APYTUMHU CpeACTBaMM) (PYHKIMH 3aIIUTHI (MACHTU(PHUKALUIO U
ayTeHTU(UKALMIO TOJIb30BaTeNel, pasrpaHHMuEHHe JOCTyNa K pecypcaMm, PerucTpanuio COOBITHH,
KpunTorpaduueckoe 3akpeiTie HHPOPMaIUN).

VIl. Oco6ennocT 00padoTKH HH(OPMALUH, coAepKALLel MepCOHAIbHbIE JaHHbIe.

7.1. Bce nmepcoHanbHbBIE JaHHBIE CYObEKTa YUPEKACHHS CIEAYET MOTy4YaTh Y HETO CaMOTO (st
BOCIIUTAHHUKOB YUPEXKICHHS OT POJAMUTENIEd — 3aKOHHBIX mpencTaBureneit). Eciam mepcoHanbpHBIC
JaHHBIE BO3MOXKHO IMOJYYUTh TOJIBKO Yy TPEThEH CTOPOHBI, TO CYOBEKT MEPCOHANBHBIX IaHHBIX
JIOJKEeH OBITh YBEIOMIJIEH 00 3TOM 3apaHee U OT HEro JOHKHO ObITh MOJIYyYeHO MUChbMEHHOE COTIacHe.

JIomKHOCTHOE IO YUpeKIeHUs JOHKHO COOOIUTE CYObEKTY MEPCOHANBHBIX JAaHHBIX O ENSX,



MPEAIOIaraéMbIX UICTOYHUKAX U CIOCO0aX MOIY4YEeHHUs NEPCOHANBHBIX JAHHBIX, a TAK)KE O XapaKTepe
noanexamux nosydenuto [1/] v nocneacTBusx oTkasza JaTb MUCbMEHHOE COTJIaCHE HA UX IOJIYyUYEHHE.

7.2. YupexJeHre He MUMEET IpaBa MoJydaTh M 00padaThiBaTh JaHHBIE CYOBEKTa MEPCOHAIBHBIX
JAaHHBIX O €r0 PacoBOM, HALIMOHAJILHOM MPUHAMJIEKHOCTH, TOJIUTUYECKUX B3TJIAAaX, PETUTHO3HBIX
WK GUI0coCKUX YOk AEHUAX, COCTOSHUU 370POBbS, YACTHOM KU3HU. B ciydasx, HemocpeacTBEHHO
CBSI3aHHBIX C BOIIPOCAMH TPYIOBBIX OTHOIIEHUM, B COOTBETCTBUM cO cT. 24 Koncturynuu Poccuiickoit
®enepanun padboTofarenb BIpaBe MOIy4aTh U 00padaThIBaTh JaHHBIE O YACTHOM >KM3HU pabOTHHKA
TOJIBKO C €r0 MMCbMEHHOI'0 COIJIACHsl.

7.3. CyObeKT NepCcOHaJIbHBIX JaHHBIX CAMOCTOSTENBHO NMPUHUMAET pPEIIeHUE O MPEeJOCTaBICHUN
CBOHUX ME€PCOHAJIBHBIX JAHHBIX M JA€T COrJlacke Ha UX 00paboTKy.

7.4. OOpaboTKa yKa3aHHBIX JIaHHBIX BO3MOXKHAa 0€3 €ro corjiacus B COOTBETCTBHH CO CT.6
®enepanbHbiM 3akOHOM OT 27.07.2006 Nel152 «O nepcoHanbHbIX JaHHBIX.

7.5. Cornacue Ha 00pabOTKY MEPCOHATBHBIX TAaHHBIX O(OpMIIsIeTCsl B MUCbMEHHOM BHJIE.

7.6. IlucbMeHHoOe coryiacue Ha 00pabOTKy CBOMX IEPCOHAJIbHBIX JAHHBIX JIOJDKHO BKIIIOYaTh B

ceOst:
- (hamumnuio, UMs, OTUECTBO, APEC CYOBEKTa MEPCOHAIBHBIX JaHHBIX, HOMEP OCHOBHOI'O JOKYMEHTA,
YJIOCTOBEPSIOLIETO €ro JINYHOCTh, CBEICHUS O JaTe€ BbIa4M YKA3aHHOTO JTOKYMEHTA U BbIJABILIEM €T0
opraHe; HauMeHOBaHHME ((paMMIIMIO, UMs, OTYECTBO) U aJpeC OIepaTopa, MNOJIYYaroLIEro coriacue
CyObeKTa NMepCOHATBHBIX JAaHHBIX; LIETb 00pabOTKH MEPCOHAIBHBIX JaHHBIX; TIEPEUYEHb NEPCOHATBHBIX
JAHHBIX, Ha 00pa0OTKy KOTOpBIX JaeTcsi coriacue cyObeKTa IMEepPCOHANbHBIX JAHHBIX; IME€pPEUCHb
JCWCTBUI C TIEPCOHANBHBIX JAaHHBIX Ha COBEPIIEHHE KOTOPBHIX TAETCs COTJIache, oOIee ONMUCaHHe
HCIOJIb3YEMBIX OIIEPaTOPOM CIIOCOO0B 00pPaOOTKH MEPCOHANIBHBIX JIaHHBIX; CPOK, B TEUCHHE KOTOPOIO
NEICTBYET corJiacue, a TaKKe MOPSAJ0K €ro OT3bIBa.

7.7. Cornacue Ha OOpabOTKY INEPCOHAIbHBIX JaHHBIX MOXET OBITh OTO3BAHO CYOBEKTOM
MIEPCOHANBHBIX JAHHBIX 110 MMCbMEHHOMY 3alpoCcy Ha UMsI JUPEKTOpa Y UpeKIeHUs.

7.8. CyOBeKT nepcoHabHbIX JaHHBIX MMEET IPaBo Ha MOJIydyeHHe cieAyrouled nHhopMalnuu:

- CBEJICHUS O JIMLAX, KOTOPhIE UMEIOT JIOCTYI K NEPCOHAIBHBIM JaHHBIM WU KOTOPBIM MOXET OBbITh
IIPEJOCTAaBIIEH TAKOM JOCTYI; mepeyeHb 00padaThIBaeMbIX MEPCOHATIBHBIX JAHHBIX M HMCTOYHUK MX
MIOJIYyYEHUS; CPOKH 00paOOTKH MEPCOHANIBbHBIX JAaHHBIX, B TOM YHCJIE CPOKH X XPAHEHMUS;

- CBEJICHUA O TOM, KaKHe IOpUANYECKHE MOCIEACTBUS A CyOBEKTa MEePCOHANbHBIX JAHHBIX MOXET
MOBJICYB 32 COOOH 00paboTKa ero MepcoOHaIbHBIX JaHHBIX.

7.9. CyObekT mNepcoHaJbHBIX JaHHBIX BIIpaBe TpeOOBAaTh OT OIepaTopa YTOYHEHHS CBOMUX
MIEPCOHANBHBIX JIAaHHBIX, UX OJIOKUPOBAHUS UM YHUUYTOKEHUS B CIy4yae, €Clid MEePCOHAIbHBIX JaHHbBIX
SBJISIIOTCSL HEMOJHBIMM,  YCTApEeBIIMMH, HEIOCTOBEPHBIMH, HE3aKOHHO TOJTYYEHHBIMH WJIM HE
SIBJISIFOTCS. HEOOXOIUMBIMHU JIJTs 3asIBJISHHOM 11e7Th 00paboTKH.

7.10. CaeneHuss O TEPCOHAIBHBIX JAHHBIX JIOJDKHBL  OBITh  NPENOCTaBICHBI CYOBEKTY
MIEPCOHANBHBIX JAHHBIX ONEPAaTOPOM B JOCTYMHOH (QopMe, U B HUX HE JOJIKHBI COJEPKAThCS B
NEPCOHATBHBIX JAHHBIX, OTHOCSIIUECS K IPYTUM CYyObEKTaM MEePCOHAIBHBIX JaHHBIX.

7.11. JlocTynm K CBOMM IHEpPCOHAIBHBIM JaHHBIM  IPEJOCTaBISAETCS CYOBEKTY NEpCOHAIbHBIX
JaHHBIX HWJIM €r0 3aKOHHOMY IIPEICTABUTENI0 ONEPaTOPOM IIPH IMOJYYEHHH IMUCBMEHHOrO 3ampoca
CyObeKTa MepCOHaIbHBIX JaHHBIX WM €ro 3aKOHHOIO IpeacTaBuTelns. [IMcbMeHHBIN 3anpoc JOmKeH
OBITH aJJpecOBaH Ha UMS IUPEKTOPa YUPEKACHUS WM YIOJTHOMOYEHHOTO PYKOBOAUTEINIEM JIUIIO.

7.12. CyObekT B mpaBe 00XaJoBaTh B YIOJHOMOYEHHBIH OpraH MO 3allUTe MpaB CyObEKTOB
NEPCOHAJBHBIX JAHHBIX MM B CyJ€OHOM TMOpsJKE HENpaBOMEpHbIE AeWCTBUS WM Oe3neicTBus
MEPCOHANBHBIX JAaHHBIX  JIOJDKHOCTHBIX JIMI YUpeXJIeHUs MNpu o00paboTKe U 3alluTe €ero
MEePCOHAIBHBIX JAHHBIX.

VIIl. O6s13aHHOCTH U MPaBa J0JIKHOCTHBIX JIHII.

8.1. pykoBomuTeNnb YUpEXKJCHUS OPraHU3yeT paboTy IO TIOCTPOSHUIO CHCTEMbI 3alTUThHI
nH(OPMAIIMOHHON CUCTeMBI. B yacTHOCTH:
- Ha3HAyYaeT OTBETCTBEHHOIO 3a OPTaHW3AIMI0 3allUThl WH(POpPMANMM M3 YHCIAa COTPYAHHKOB
Yupexnenus,
- YTBEpPXKAAET KPYT JIUII, UMEIOIINX JTOCTYI K 3aIIUIIaeMOi HHPOPMAIIMH U TTOPSII0K X PabOTHI;



- YTBEp)KJAeT KOMIUICKT JOKYMEHTOB, ONPEACIAIONIMX MOJIWTHUKY B OTHOIICHHHM  3allUThI
uHbOpMAllMM B YUYPSKICHHM, a TaKXKe JIOKAIbHbIE aKThl, YCTAaHABIUBAIOIIUX MPOLEIYPHI,
HanpaBJICHHbIE HA MPEJOTBPAIICHUE U BBISIBIICHUE HAPYIICHUH 3aKOoHOAaTenbcTBa PD.

8.2. OTBETCTBEHHBIH 32 3aIUTY WH(POPMAIIUH:
- paspabaTbiBacT OPraHU3ALMOHHO-PACIIOPAAMTENFHBIC JOKYMEHTHl IO BONPOCAM  3aIIHTHI
nHpopmanuu pu e€ 00padoTKe ¢ MOMOIIbIO HH()OPMAITMOHHON CUCTEMBI;
- KOHTPOJIUPYET MCIOJHEHUE MPUKA30B U PACIIOPSHKEHUH BBIIIECTOSANINX OPraHU3aliid O BOIIPOcaM
obecrieyeHus: 6€30MaCHOCTH HH(POPMALINY;
- o0ecriednBaeT 3amuTy HHGOpMaLuK, HUPKYIUPYIOIIeH Ha 00beKTax HH(HOPMATH3AINY;
- IPOBOJUT CHCTEMATHYECKHH KOHTPOJb PabOTHI CHCTEM 3aIlUTHl WHPOPMAIMH, NMPHUMEHSIEMBIX B
MH(POPMALIMOHHON CHCTEME, a TaKXKe 32 BBHIOJHEHHEM KOMIUIEKCA OPraHMU3alMOHHBIX MEPONPHUATHNA
1o o0ecreueHnto 0e30MacHOCTH HH(MOPMAITUH;
- IPOBOJIUT MHCTPYKTAX TOJIb30BaTENeH HHPOPMAITMOHHONW CUCTEMBIL;
- KOHTPOJHpPYET BBIOJHEHUE aJMHHUCTPATOPOM HH(OPMALMOHHON CHUCTEMBI O00sS3aHHOCTEH IO
o0ecrieyeHn0 (PYHKIMOHUPOBAHUS CHUCTEM 3allUThl WH(pOpManuu (HACTPOWKA M COMPOBOXKIACHUE
MOJICUCTEMBI YIIPABJICHUS JOCTYIIOM IIOJb30BaTeNsl K 3allUIacMbIM HH()OPMALMOHHBIM pecypcaM
MH(POPMALIMOHHOMN CUCTEMBbI, AaHTUBHPYCHAS 3aIllMTa, PE3epBHOE KOMMPOBAHUE NAaHHBIX U T.11.);
- KOHTPOJHMPYET TMOpSAAOK Yy4€ra W XpaHEHUs MAIIMHHBIX HOCHTENeH KOH(UACHIMAIEHON
uH(pOpMAIHH;
- ydyacTByeT B paboTax IO BHECEHHIO HM3MEHEHUH B alIapaTHO-NPOrPaMMHYIO KOHQHUTypaluio
MH(POPMAIIMOHHON CUCTEMB,
- OmpenenseT MOPSANOK M OCYLIECTBISICT KOHTPOJb PEMOHTA CPEIACTB BBIYMCIUTEIBHOW TEXHHKH,
BXO/ISIIIIUX B COCTaB HH(POPMAITMOHHON CHCTEMBI;
- NPUHAMAET Mephl [0 ONEPaTHBHOMY HM3MEHEHHUIO Mapojell NMpH YBOJBHEHHH WIHA TEPEMEICHUU
COTPYZHUKOB, HIMEBIIHX JIOITYCK K MHPOPMALMOHHONW CUCTEME;
- TpeOyeT ycTpaHeHHUs BBISBJICHHBIX HApYLIICHUIH M HEJOCTAaTKOB, 1aeT 00s3aTeIbHbIC IS UCTIOIHEHHUS
yYKa3aHHUs 110 BONpocaM 00ecredeHUs OJI0KEHUH HHCTPYKLUI 10 3aIluTe HHPOpMALUY;
- TpeOyeT OT paOOTHUKOB IPE/ICTABICHUS MMCHbMEHHBIX OOBSCHEHHH 1O (haKTaM HapyHICHUS PeXHMa
KOH(PHUACHIIMAIIBHOCTH;
- B CiIydae BBISABJIICHHUS IONBITOK HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(OpMAalWMU WM TONBITOK
XHIIEHUS, KOMUPOBAaHMSA, W3MEHEHHs, HE3aMeUINTEIIbHO TPUHUMAET MeEpbl IPECeYCHUs W
JIOKJIa/IbIBAE€T PYKOBOAMUTENIO Y UPEXKICHHUS;
- 00 WMEMMUXCA HEAOCTaTKaX ¥ BBIABICHHBIX HApYIIEHHSIX TPeOOBaHWI HOPMATHUBHBIX U
PYKOBOJSIIMX JOKYMEHTOB [0 3amuTe UWHPOpMalMH, a TakkKe B YCTAaHOBJIEHHBIE CPOKH
MOJITOTABIIMBAET HEOOXOAWMYIO OTYETHYIO JOKYMEHTAIMI0O O COCTOSIHUM paboT 10 3aluTe
uHpopMaluu.

8.3. HecooTBeTcTBHE MEp yCTaHOBJIIEHHBIM TPEOOBaHUSM WJIM HOpPMaM IO 3alluTe MH(OpMalUH,
SBJISICTCA HApYLICHUEM U BJICUET a]MUHUCTPATUBHOE HAKa3aHUE OTBETCTBEHHBIX JIUI[ B COOTBETCTBUU
C 3aKOHOJATENBCTBOM PO.

I X. 3akiaounuTebHbIE MOJ0KEeHUS.

9.1. IlonoxeHne BCTyNaeT B CHITy C MOMEHTA €T0 YTBEPIKICHHSL.

9.2. TlonoxeHue sBISETCS  JIOKAJbHBIM AaKTOM 00pa3oBaTelbHOTO YupexaeHus. Brecenue
U3MEHEHUH U fonojHeHui B [lonoxenne ocynecTBiseTcs: B NOPSAAKE €r0 MPUHATHUS.

9.3. Hacrosimee IlomokeHre MOXET OBITh WM3MEHEHO (JIOTIONHEHO) JIOKAIBHBIM —aKTOM
00pa3oBaTENBHOIO YUpeKACHUS.
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